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Technology Competence

ABA Model Rules of Professional Conduct
Comment 8 to Rule 1.1, which addresses 
competence, states:

“To maintain the requisite knowledge and 
skill, a lawyer should keep abreast of 
changes in the law and its practice, 
including the benefits and risks associated 
with relevant technology, and engage in 
continuing study and education.”

http://bit.ly/LS_Tech_Competence

AGENDA

•TIP TOPICS FROM THE MANAGEMENT ASSISTANCE FIELD 
• Digital Client Files
• Projecting an Image of Technology Competence
• Document Assembly
• Productivity
• Managing the Finances and Trust Accounts
• Task Management and Efficiency of Operations
• Cyber Security
• Risk Management
• Locating Assistance Resources for Technology Tools
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Digital Client Files

1.  Scanner

THIS NOT THIS

2. Practice Management Solutions

• Contact management and conflict 
checking

• Document management

• Calendar and task management

• Email (perhaps secure)

• Time and billing, sometimes 
including IOLTA/trust accounting 
functionality

Digital Client Files

PracticePanther

Digital Client Files
3. Law Office Management Policies, Procedures, Workflows and Checklists

http://bit.ly/ABAGPSoloDigital_Workflow
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Digital Client Files
4. Resources providing guidance on law office management 
policies, procedures, workflows and checklists

• Checklist Manifesto • Checklists For Lawyers

Projecting an Image of Technology Competence

5. Client Portal

• Provides 24/7 secure entry point

• Clients log in to an area where they 
can communicate, view and download 
documents

• Collaborate on document editing

• Upload private information

• View and Pay Invoices

Patient Portal

Projecting an Image of Technology Competence

6. Websites

http://bit.ly/ABAJournal_Websiteshttp://bit.ly/DigitalEdge_Web
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Projecting an Image of Technology Competence

7. Social Media

• Characteristics of particular 
social media resources

• Advising client on use and 
preservation of client’s 
social media

Projecting an Image of Technology Competence

8. Social Media

• How to search social media 
of opposing party and 
witnesses

• How to capture social 
media when it is 
discovered

http://www.x1.com/products/x1_social_discovery/

https://www.page-vault.com/webpage-capture/

Projecting an Image of Technology Competence
Community Sourcing Legal Authority & Research

http://bit.ly/Lawsites_CrowdsourcingResearch

I didn’t know anything about 

lawyers when we started. 

Turns out, they don’t like 

technology, and they don’t 
like to share things.

Apoorva Mehta, founder of defunked 

Lawford & founder of successful 

grocery-delivery service Instacart
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Projecting an Image of Technology Competence
Community Sourcing Legal Authority & Research

9. Casetext - Crowdsourcing Within the Legal Community

http://archive.recapthelaw.org/search/

http://bit.ly/RECAPPACER

Projecting an Image of Technology Competence
Community Sourcing Legal Authority & Research

10. RECAP

Projecting an Image of Technology Competence

11. Fastcase7 –
Data Visualization
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Projecting an Image of Technology Competence

12. Ravel Law - Data 
Analysis and Data 
Visualization h

ttp
://b

it.ly/R
A

V
EL_JA

9

Productivity - Document Assembly 
13. Pathagoras

https://www.attorneyatwork.com/document
-assembly-for-real-lawyers/https://www.pathagoras.com/video.html

http://bit.ly/AAW_DocAutomation

Productivity - Document Assembly 

14. TheFormTool

http://bit.ly/YouTube_TheFormTool
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Productivity - Document Assembly 

15. Practice Management 
Solutions: Document 
Templates & Forms with                
Rocket Matter

Productivity 
16. Quick Parts in Microsoft Word

https://www.youtube.com/watch?v=Rl6llUpgo6M http://bit.ly/ABALPD_Quick_Parts

Productivity 
17. Tell Me What You Want to Do
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Productivity 
18. YouTube – Find Out How to Do Anything

https://www.youtube.com/watch?v=a41pgPA4Txc

Productivity 
19. Don’t Spend time Searching the Browser History or Doing Another 
Google Search to Locate Web Information Because the Browser was 
Accidentally Closed

CTRL+SHIFT+T
• To open that browser tab you 

just accidentally closed
• Works in all major browsers

Productivity – Organizing Info from the Web
20. Pocket – Organizing (And Preserving) Information from the Web 

CS2B-Redick Managing the Liability Risks of GMO Products
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Productivity – Preserving Web
21. PermaCC – Preserving Information from the Web & Preventing Link Rot 

https://perma.cc/about

Academics

Productivity – Preserving Web
22. Internet Archive – Preserving Information from the Web 

Productivity

23. OneNote, Evernote, and Quip 

http://bit.ly/ABALit_Quip_Evernote

https://www.attorneyatwork.com/ev
ernote-quip-new-productivity-king/

http://bit.ly/LH_OnenotevEverNote
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Productivity
OneNote

Productivity – Speech Recognition
24. Dragon  

Dragon Professional 
Individual
New in 2015   $300

Dragon Anywhere for Android 
and iOS - New in 2015  $15 per 
month to $150 per yearDragon Legal Individual

New in 2016   Starting at $500

Productivity – Speech Recognition

Dragon

• Training is relatively short and easy, but set up a different profiles if using 
different locations.

• It is a resource hog, so the more memory (RAM) the better. 

• Toggle off and on using the + key on the numeric keypad

CS2B-Redick Managing the Liability Risks of GMO Products
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Productivity – Speech Recognition

25. You Need a good Microphone to Use with Speech Recognition Software 

• If you don’t like a head set consider the MXL AC404 USB Conference 
Microphone.

Productivity 
Navigating Within a Word Document

26. Where You Left Off (Shift + F5)

http://bit.ly/SCH13_Prod_Tips

27. Where You Last Used a Word -
Using the Find Function (CTRL + F) 
& Other Shortcuts

http://jimcalloway.typepad.com/tipsheet.pdf

Productivity 
28. Seven Microsoft Word Hacks Every Legal Professional Should Know 
http://www.onelegal.com/blog/7-microsoft-word-hacks-every-legal-
professional-know/

• Compare Two Documents

• Combine Track Changes From Multiple Authors

• Mark Your Documents as Final

• Use Styles

• Create a Table of Contents

• Create a Table of Authorities

• Save time with Keyboard Shortcuts
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Productivity 
29. Seven Microsoft Word Hacks Every Legal Professional Should Know 
http://www.onelegal.com/blog/7-microsoft-word-hacks-every-legal-
professional-know/

• Use Styles

Productivity 

30. How to Format an Appellate Brief (Or Any 
Complex Document) 

• Step One: Build the Skeleton with Sections

• Step Two: Format Headings (Using Styles)

• Step Three: Write Your Appellate Brief
• Step Three Caveat: Drop in Text from Another 

Brief (Carefully!)

Productivity 
31. Legal Technology Assessment – Assessment and Training

http://bit.ly/Lawyerist_Pass_Tech_Assess

http://bit.ly/ABAJ_LR_LTA
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Productivity 
Legal Technology Assessment – Assessment and Training

https://www.procertas.com/offerings/legal-
technology-assessment/

http://www.tutorpro.com/ltc4-and-legal/

http://www.techassessment.legal/

Productivity
32. For Fun - SnuzNLuz from ThinkGeek.com

If you hit snooze, it 
donates your $$$ to 
an organization (or 
candidate) you detest 
(Wi-Fi enabled)

Perfect for the 
election season!

Financial - Credit Card Payment, Billing & Trust Accounting
33. LawPay and Practice Management Software - Clio

https://lawpay.com/clio/

CS2B-Redick Managing the Liability Risks of GMO Products

https://www.procertas.com/offerings/legal-technology-assessment/
http://www.tutorpro.com/ltc4-and-legal/
https://lawpay.com/clio/


9/15/2016

14

Financial - Credit Card Payment, Billing & Trust Accounting
34. Zola Suite, MyCase & CosmoLex

Credit Card Payment, Billing & Trust Accounting
Zola Suite, MyCase & CosmoLex

Credit Card Payment, Billing & Trust Accounting
Zola Suite, MyCase & CosmoLex

CS2B-Redick Managing the Liability Risks of GMO Products
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Credit Card Payment, Billing & Trust Accounting
Zola Suite, MyCase & CosmoLex

Financial - Stand Alone Trust Accounting
35. TrustBooks http://bit.ly/youtubeTrustbooks

Task Management & Efficiency of Operations
36. Trello - https://trello.com/

https://trello.com/guide/collaborate.html

CS2B-Redick Managing the Liability Risks of GMO Products
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Task Management & Efficiency of Operations
37. LawHUB

http://bit.ly/Youtube_lawhub

Task Management & Efficiency of Operations
38. Slack - https://slack.com/

http://bit.ly/Slack_Get_Started

Task Management & Efficiency of Operations
Slack - https://slack.com/

http://bit.ly/Lawyerist_Slackhttp://bit.ly/LTN_Slack
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Task Management & Efficiency of Operations
39. Task Management – Workflow - PracticePanther

https://www.youtube.com/watch?v=dxwhApxCpy0

Task Management & Efficiency of Operations
40. Analysis Reports – Rocket Matter

Task Management & Efficiency of Operations
41. Data Analysis by Task Type – SmokeBall Ai (Activity Intelligence)

http://bit.ly/Youtube_SmokeballAI

https://www.smokeball.com/case-management-software/ai/
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Task Management & 
Efficiency of Operations

Data Analysis by Task Type – SmokeBall 
Ai (Activity Intelligence)

http://bit.ly/Disrupt_Smokeball_Ai
http://bit.ly/ATL_SmokeballAi

Task Management & Efficiency of Operations
42. Data Lists by Practice Area - PracticePanther

List by practice area 

Cybersecurity - Email
In the event circumstances such as those identified 
above are present, to prevent the unauthorized or 
inadvertent disclosure of confidential information, 
it may be appropriate for a lawyer to advise and 
caution a client as to the dangers inherent in 
sending or accessing emails from computers 
accessible to persons other than the client. A 
lawyer should also consider whether 
circumstances are present that would make it 
advisable to obtain the client’s informed consent 
to the use of email communication, including the 
use of unencrypted email . . . Additionally, a 
lawyer’s evaluation of the lawyer’s email 
technology and practices should be ongoing as 
there may be changes in the risk of interception of 
email communication over time that would 
indicate that certain or perhaps all 
communications should be sent by other means.
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Cybersecurity
43. Practice Management Solutions – PracticePanther – Secure Email

Cybersecurity
44. Citrix ShareFile

http://bit.ly/Youtube_Citrix_ShareFilehttp://bit.ly/LS_Citrix

Cybersecurity
45. Simple, quick Encryption – Password protect a Word or PDF 

Password protect a Word document or PDF file 
and give the recipient the password over the 
telephone. 

CS2B-Redick Managing the Liability Risks of GMO Products
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Cybersecurity
46. Use Your Phone to Encrypt Communications 

• Facetime is encrypted 
communication and has an audio 
only mode.

• iMessage is encrypted, but only 
iPhone to iPhone (or iPad)   Blue 
text bubbles are encrypted. Green
are not.

• For Android phones or make certain 
everything is encrypted, use apps 
like Signal Private Messenger. 

http://bit.ly/bgr_phone_encrypt

Cybersecurity
47. Windows 10 & Anniversary Update

• Lawyers Using Unsupported Windows XP are vulnerable to security risk 
and need to update now

• Windows 10 has increased security measures

http://bit.ly/2015ABATechRpt_OpSys

http://bit.ly/Win10_advSecurity

Cybersecurity
Windows 10 & Anniversary Update 

Anniversary Update
• includes biometric security features (good or bad)

• Windows Information Protection - enables 
businesses to separate personal and organizational 
data and helps protect corporate data

• Windows Defender Advanced Threat - (WDATP) 
detects, investigates, and responds to advanced 
malicious attacks on networks by providing a more 
comprehensive threat intelligence and attack 
detection

http://bit.ly/2016Win10AnniversaryUpdate

CS2B-Redick Managing the Liability Risks of GMO Products
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Cybersecurity

48. iPhone – Customized Pin - More

Than 4 Digits

http://bit.ly/Time_Hack_Pass

Cybersecurity
49. Portable Hotspot plus Data Plan

http://bit.ly/risk_public_wifi

http://bit.ly/2015ABATechRptMobile

Cybersecurity

50. For Fun - Pokemon Go – Should it Go?

https://www.engadget.com/2016/07/15/dont-believe-the-
pokemon-go-privacy-hype/http://bit.ly/ABCPokemon2GO
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Cybersecurity
51. Two Factor Authentication

• Something you know (Password or PIN)
• Something you have (Phone, keychain 

dongle)
• Something you are (Fingerprint, retina scan)

http://bit.ly/WIRED_2FACTORhttps://www.google.com/landing/2step/

Cybersecurity

52. Web browser – SILO 
https://www.authentic8.com/overview/

http://bit.ly/LS_Silo_Browser

Cybersecurity
53. Train Your Staff

http://bit.ly/CIO_Security_Riskhttp://bit.ly/ABAJ_Employees_Cyber
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Cybersecurity
Train Your Staff

Cyber attackers have the upper hand –
they only need to be successful once. Your 
people – all of them – have to be aware 
and capable to make the right decisions, 
every time they’re exposed to different 
cyber risks. Nick Wilding, AXELOS Head of Cyber Resilience

• Training - General principals and best 
practices 

• Keeping a clean machine

• Following good password practices

• When in doubt, throw it out

• Backing up work

• Training - Office specific policies and 
procedures (BYOD, Social Media)

http://bit.ly/SSOL_TrainStaff

Cybersecurity
Zero Knowledge Cloud Storage Tools   

54. SpiderOak -
https://spideroak.com/features/zero-
knowledge

http://bit.ly/ARStechnica_spideroak

On paper, SpiderOak beats Dropbox in both pricing and 

security features, but this counts for little if you or your 

users can’t get to your data when, where, and how you 

need to. Generally speaking, SpiderOak is a much more 

flexible product than Dropbox, but the added security and 

flexibility come at the expense of user-friendliness.

Cybersecurity
SpiderOak

http://www.okbar.org/members/MAP/LPMArticles/EncryptionMadeEasier.aspx
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Cybersecurity

55. Password Manager

http://bit.ly/JC_Passwords http://bit.ly/2016Password_Manager

Cybersecurity
Zero Knowledge Cloud Storage Tools   

56. Tresorit - https://tresorit.com/

http://bit.ly/Youtube_tresorithttps://tresorit.com/cloud-storage-comparison

Cybersecurity
57. Mobile Device Management

http://bit.ly/DJ_ThinkingAboutTech_cybersecurity

Secure devices that access 
business critical data
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Cybersecurity
58. Disaster & Recovery Plan

http://bit.ly/GPSOLO_Recovery

http://www.americanbar.org/groups/committees/
disaster/resources/resources_for_lawyers_law_fir
ms.html http://bit.ly/ABATec

hRpt2015_Security

Cybersecurity
59. Professional Liability Insurance, including 
Cyber Coverage

http://bit.ly/GPSOLOcyberInsurance

http://bit.ly/AABAShop_
CyberInsurance

http://bit.ly/2015ABATechReport

http://bit.ly/2016TechshowAudit

Getting and Giving Help
60. ABA TECHSHOW Extra - Practice Management 

Advisors and Bar Associations

http://bit.ly/LegalTechshow http://bit.ly/PracticeMnagementAdv
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Getting and Giving Help
Extra - Access to Justice Through Technology

• Free Legal Answers

https://www.youtube.com/watch?v=iW1v3hY05CY

If you fall behind, you are NOT on your own.

Questions?

CS2B-Redick Managing the Liability Risks of GMO Products
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